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Administrative: (U) Writer has advised FBIHO SSA 
ids Å 


Minn j 


Energy Sector development in Western South Dakota. Writer has 
coordinated with other FBI field offices, such as Omaha, (OM and 
within the Minneapolis Division, i.e. North Dakota ar g 
that may also be impacted by the propose X sion. i de 


riter ha 
contact, 
with the 


TransCanada Corporation, 
the entity proposing the expansion, to ensure that all 
threats are learned about and addressed in a timely manner. 


Writer will be attending a regional working group meeting on 
04/04/2012, in Oklahoma City, OK to ensure coordination and resource 
management between Bureau Field Offices affected and the domain 
stakeholder, TransCanada Corporation. 
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AUTHORIZED PURPOSE 


The proposed pipeline may face violent opposition by 
Environmental Extremist (EE) group(s) and/or Native American (NA) b7E 
group(s) that oppose any impact on the land, "Mother Earth'. The 


Bureau wil 


to the proposed pipeline based on 
its mere construction within the Minneapolis Area of Responsibility 
and/or on or under Native American lands. 


The initial Keystone XL Pipeline proposal has been denied by 
the U.S. Department State (USDS). However, appeals/modified proposals 
are pending. During the initial proposal period USDS held hearings to 
determine the support for and/or opposition to this project. 
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Additionally, they attempted to amass information regarding the 
economic and environmental impact of the proposal. 


Historically, most EE groups during the preliminary stages 
of a project will explore all legal measures to stop the project, 
which of course are all protected by the First Amendment; however, 
should any group incite violence that results in a violent criminal 
act, same is likely actionable.  Provocative actions have been 
observed by EE groups, like Earth First, once approval to commence the 
project has been granted. For instance, there have been documented 
cases of construction equipment sabotages, trees spiked and/or arson 
committed. 


The Bureau is uncertain how the NA group(s) will act 
initially or subsequently if the project is approved. However, local 
law enforcement in Pierre, South Dakota, had an encounter with a NA 
group which may demonstrate that they will likely follow the model of 
other EE groups, i.e. starting with protected activities and then 
escalating to violence. Specifically, during the USDS hearing in 
Pierre on 09/29/2011, approximately 8-10 individuals wearing full 
camouflage attire, covering their faces (train robber style) with red 
bandanas, brandishing walking sticks and shaking Sage came to the 
USDS's hearing. Although their walking sticks were confiscated by 
Security before entering the forum, they refused to sit down, chanted 
disruptive remarks against any pro-pipeline speakers and when asked to 
sit down and be quiet they refused. Throughout, they were shaking the 
Sage and claiming to be "Wounded Knee Security of/for Mother Earth." 
Writer's note: Wounded Knee is a location were a violent siege 
occurred between the U.S. Government and the Native Americans, which 
resulted in a lengthy stand-off and the loss of life. After a short 
time the NA group was told to sit and wait quietly for their turn to 
speak or to leave. After more disruptions, they opted to leave. This 
information was voluntarily provided by state law enforcement 
personnel operating within the scope of their official state duties. 
State law enforcement personnel further provided that the group 
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never did speak at the meeting. 


b6 
in  p7c 
an article entitle Oglala Sioux Tribe Sounds Alarm on the Keystone 


XL", printed in the Native Sun News, dated 09/28/2011, stated his 
opposition to the pipeline based on possible Treaty/Act violations and 
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In summation, the continuation of this matter will allow the 
FBI to marshal information about possible threats and acts of criminal 
violence targeting the pipeline and/or Energy Sector Developm 


As individual cases develo 


Writer and all 
. authorized purpose exists BYE 
is not based solely on the exercise of First Amendment activities or 


race, religion, national origin or ethnicity of the subject; and the 
ef an appropriate use of personnel and financial resources. 


OBJECTIVE 


the Minneapolis Division intends 
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WHAT INVESTIGATIVE METHODS HAVE BEEN USED (during this period)? 


IF METHODS HAVE BEEN USED THAT REQUIRE SUPERVISORY APPROVAL, WAS 
APPROVAL OBTAINED AND DOCUMENTED? 


N/A. 
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the negative environmental impact the project could have on the 
Ogallala Aquifer and the possible disruption of sacred tribal lands. 


On 02/02/2012, at a listening session regarding Energy 
Sector development held in Belle Fourche, SD as a result of the Bakken 
Shale Formation/Deposit. Approximately 525 people peacefully attended. 
Local law enforcement advised no protestors were observed. 


On 02/11/2012, a group called Oglala Lakota Nation held a 
Rally to protest the pipeline, as this was protected First Amendment 
activity, with no known threats of violence, the meeting was not 
monitored. 
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threats to the proposed 
pipeline and/or Energy Sector development in Western South Dakota. 
Writer has coordinated with other FBI field offices, such as Omaha 
OM n ithin the Minneapolis Division, i.e. North Dakota SSRA 
pe that may also be impacted by the proposed expansion. 
i contact, with the assistance of OM SA 
with the for TransCanada 


the entity proposing the expansion, to 
earned about and addressed in a timel 


Corporation, 
ensure that all threats are 
manner. 


Writer attended a regional working group meeting on 
04/04/2012, in Oklahoma City, OK to ensure coordination and resource 
management between Bureau Field Offices affected and the domain 
Stakeholder, TransCanada Corporation. 


Details: 
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AUTHORIZED PURPOSE 


The proposed pipeline may face violent opposition by 
Environmental Extremist (EE) group(s) and/or Native American (NA) b7E 


group(s) that oppose any impact on the land, 'Mother Earth'. The 
Bureau will 


to the proposed pipeline based on 
its mere construction within the Minneapolis Area of Responsibility 
and/or on or under Native American lands. 


The initial Keystone XL Pipeline proposal has been denied by 
the U.S. Department State (USDS). However, appeals/modified proposals 
are pending. In fact Transcanada, per information provided learned at 
the conference, is in direct contact with the White House regarding 
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this matter. During the initial proposal period USDS held hearings to 
determine the support for and/or opposition to this project. 
Additionally, they attempted to amass information regarding the 
economic and environmental impact of the proposal. 


Historically, most EE groups during the preliminary stages 
of a project will explore all legal measures to stop the project, 
which of course are all protected by the First Amendment; however, 
should any group incite violence that results in a violent criminal 
act, same is likely actionable.  Provocative actions have been 
observed by EE groups, like Earth First, once approval to commence the 
project has been granted. For instance, there have been documented 
cases of construction equipment sabotages, trees spiked and/or arson 
committed. 


The Bureau is uncertain how the NA group(s) will act b6 
initially or subsequently if the project is approved. However, local bic 
law enforcement in Pierre, South Dakota, had an encounter with a NA b7E 


group which may demonstrate that they will likely follow the model of 
other EE groups, i.e. starting with protected activities and then 
escalating to violence. Specifically, during the USDS hearing in 
Pierre on 09/29/2011, approximately 8-10 individuals wearing full 
camouflage attire, covering their faces (train robber style) with red 
bandanas, brandishing walking sticks and shaking Sage came to the 
USDS's hearing. Although their walking sticks were confiscated by 
security before entering the forum, they refused to sit down, chanted 
disruptive remarks against any pro-pipeline speakers and when asked to 
sit down and be quiet they refused. Throughout, they were shaking the 
Sage and claiming to be "Wounded Knee Security of/for Mother Earth." 
Writer's note: Wounded Knee is a location were a violent siege 
occurred between the U.S. Government and the Native Americans, which 
resulted in a lengthy stand-off and the loss of life. After a short 
time the NA group was told to sit and wait quietly for their turn to 
Speak or to leave. After more disruptions, they opted to leave. This 
information was voluntarily provided by state law enforcement 
personnel operating within the scope of their official state duties. 
State law enforcement personnel further provided that the group 
arrived together 


never did speak at the meeting. 
crue ő 

an article entitle glala Sioux Tribe Sounds arm on e Keystone 

XL", printed in the Native Sun Neys, dated 09/28/2011, stated his 
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opposition to the pipeline based on possible Treaty/Act violations and 


the negative environmental impact the project could have on the 
Ogallala Aquifer and the possible disruption of sacred tribal lands. 


On 02/02/2012, at a listening session regarding Energy 
Sector development held in Belle Fourche, SD as a result of the Bakken 
Shale Formation/Deposit. Approximately 525 people peacefully attended. 
Local law enforcement advised no protestors were observed. 


On 02/11/2012, a group called Oglala Lakota Nation held a 
Rally to protest the pipeline, as this was protected First Amendment 
activity, with no known threats of violence, the meeting was not 
monitored. 


On or about 03/05/2012, a 'blockade' of 'pipeline related 
trucks' by a group of NA protesters on the Pine Ridge Oglala Sioux 
Indian Reservation occurred. To follow please find a summary of the 
event: 


On referenced date, at approximately 10:00 am, a 
vehicle caravan associated with Totran Transportation 
Services Ltd, including two large semi-trailers carrying 
crude oil processing equipment, was stopped in Wanblee, 
South Dakota and detained for several hours by inhabitants 


of the Pine Ridge Indian Reservation, including] e 
he Totran personnel were b7C 
informed by the group that they would not be 


allowed to continue their trip through the Reservation, and 
they were going to be arrested for trespassing. Eventually, 
Oglala Sioux Tribe (OST) Department of Public Safety 
personnel arrived on the scene and began negotiating with 
the[ — — Jgroup. 


group physically blocked the east b6 
bound road (the caravan's direction of travel), and demanded »7¢ 
that the caravan turn around and return the way they came. 
It was determined that it was physically and practically 
impossible to do so, and the OST officials ultimately 
ordered the to disband and let the caravan 
continue. 


When 


refused to abandon their 
ockade, they were arrested. T Highway Patrol personnel 
then escorted the caravan to the Reservation boarder line 
south of Kadoka, South Dakota. 
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was interviewed and advised 
that the group physically blocked their ability 
to go forward along their South Dakota State Department of 
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Transportation (DOT) designated route. He believed that 
proceeding forward would have resulted in property damage 
and perhaps the injury or death of the protesters blocking 
the route. Turning around was not possible without causing 
extensive property damage and cutting the power to the whole 
town of Wanblee. Deviating from the State designated route 
would have resulted in State fines of approximately $50,000 
or more. Since there appeared to be no other option, the 
caravan was forced to remain in Wanblee until the protesters 
were removed. The whole incident lasted approximately six 
hours, costing Totran significant amounts of money due to 
personnel costs, etc.... 
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FBI Requirements: 
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FBI to marshal information about possible threats and acts of criminal 
violence targeting the pipeline and/or Energy Sector Development in 
Western South Dakota. Writer is requesting this matter 


In summation, the continuation of this matter will allow the 


invaluable assistance of FBIHO IA 


Writer and all approvin ersonnel certify that an 
authorized purpose exists for b7E 
is not based solely on the exercise of First Amendment activitie 


race, religion, national origin or ethnicity of the subject; and 
ms an appropriate use of personnel and financial resources. 


OBJECTIVE 
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WHAT INVESTIGATIVE METHODS HAVE BEEN USED (during this period)? 


b7E 


IF METHODS HAVE BEEN USED THAT REQUIRE SUPERVISORY APPROVAL, WAS 
APPROVAL OBTAINED AND DOCUMENTED? 


N/A. 
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The aforementioned information was provided by local law 
enforcement and the victim(s). 


It was determined that a criminal prosecution for a possible 
violation of the Hobb's Act, Title 18, Section 1951 would be pursued, 
for further details see investigative file, 192B-MP-74416. 


After significant investigation, this matter was declined by 
South Dakota's U.S. Attorney, Brendan Johnson. 


Although ToTran is not directly affiliated with the Keystone 
XL (TransCanada) pipeline the threat emerging | b7E 
py is evolving into one based on opposition to energy 
exploration related to any extractions from the earth, rather than 
merely targeting one project and/or one company. Thus, any commercial 
vehicles traveling through the reservation may be stopped and held 
"hostage' by NAs who oppose the exploration, extraction, refinement 
and/or distribution of petroleum based products. Should incidents 


es "IEEE XL actors continue, 


In general, the Bureau is concerned about b7E 
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IF METHODS HAVE BEEN USED THAT REQUIRE SUPERVISORY APPROVAL, WAS 
APPROVAL OBTAINED AND DOCUMENTED? 


N/A. 
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b7E 


to the proposed pipeline based on 


its mere construction within the Minneapolis Area of Responsibility 


and/or on or under Native American lands. 


(U/7/FeSS) The initial Keystone XL Pipeline proposal was denied by the 
U.S. Department State (USDS). However, appeals/modified proposals 


have been approved and/or are still pending. In fact Transcanada, per 


information provided learned at the conference, is in direct contact 


with the White House regarding this matter. Essentially, the southern 
expansion has been approved and should be completed by 2014. The 
northern expansion is pending with the White House. 


(U//FSES) During the initial proposal period USDS held hearings to 
determine the support for and/or opposition to this project. 
Additionally, they attempted to amass information regarding the 
economic and environmental impact of the proposal. 


(U//FOU99 Historically, most EE groups during the preliminary stages 
of a project will explore all legal measures to stop the project, 
which of course are all protected by the First Amendment; however, 
should any group incite violence that results in a violent criminal 
act, same is likely actionable. Provocative actions have been 


observed by EE groups, like Earth First, once approval to commence the 


project has been granted. For instance, there have been documented 
cases of construction equipment sabotages, trees spiked and/or arson 


committed. 


(U// FSS The Bureau is uncertain how the NA group(s) will act 


initially or subsequently if the project is approved. However, local 


law enforcement in Pierre, South Dakota, had an encounter with a NA 


group which may demonstrate that they will likely follow the model of 


other EE groups, i.e. starting with protected activities and then 


escalating to violence. Specifically, during the USDS hearing in Pierre 
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on 09/29/2011, approximately 8-10 individuals wearing full camouflage 
attire, covering their faces (train robber style) with red bandanas, 
brandishing walking sticks and shaking Sage came to the USDS's hearing. 


Although their walking sticks were confiscated by security before 


entering the forum, they refused to sit down, chanted disruptive 


remarks against any pro-pipeline speakers and when asked to sit down 


and be quiet they refused. Throughout, they were shaking the Sage and 


claiming to be "Wounded Knee Security of/for Mother Earth." (Writer's 
note: Wounded Knee is a location were a violent siege occurred between 
the U.S. Government and the Native Americans, which resulted in a 
lengthy stand-off and the loss of life.) After a short time the NA 


group was told to sit and wait quietly for their turn to speak or to 


leave. After more disruptions, they opted to leave. This information 


was voluntarily provided by state law enforcement personnel operating 
within the scope of their official state duties. State law enforcement 


b6 


b7C 
and that while at the 


meeting they interacted with another possibly 


The male signed 
the speakers list as 


The male never did speak at the meeting. 


as - 
E b7C 
in an article entitled "Oglala Sioux Tribe Sounds Alarm on the 


Keystone XL", printed in the Native Sun News, dated 09/28/2011, stated 


his opposition to the pipeline based on possible Treaty/Act violations 


and the negative environmental impact the project could have on the 


Ogallala Aquifer and the possible disruption of sacred tribal lands. 


(U/ ÆJ On 02/02/2012, at a listening session regarding Energy 
Sector development held in Belle Fourche, SD as a result of the Bakken 
Shale Formation/Deposit. Approximately 525 people peacefully attended. 


Local law enforcement advised no protestors were observed. 
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(U/ Mee) On 02/11/2012, a group called Oglala Lakota Nation held a 
Rally to protest the pipeline, as this was protected First Amendment 


activity, with no known threats of violence, the meeting was not 


monitored. 


U/S% On or about 03/05/2012, a 'blockade' of 'pipeline related 
trucks' by a group of NA protesters on the Pine Ridge Oglala Sioux 


Indian Reservation occurred. To follow please find a summary of the 


event: 


On referenced date, at approximately 10:00 am, a vehicle caravan 


associated with Totran Transportation Services Ltd, including two large 


semi-trailers carrying crude oil processing equipment, was stopped in 


Wanblee, South Dakota and detained for several hours by inhabitants 


of the Pine Ridge Indian Reservation, includin d 
The Totran personnel were informed by the 
group that they would not be allowed to continue their trip through the 
Reservation, and they were going to be arrested for trespassing. 
Eventually,Oglala Sioux Tribe (OST) Department of Public Safety 
personnel arrived on the scene and began negotiating with the[ | 
[| group. 
FE physically blocked the east bound road (the 
caravan's direction of travel), and demanded that the caravan turn 
around and return the way they came. It was determined that it was 
physically and practically impossible to do so, and the OST officials 
ultimately ordered the group to disband and let the caravan ae 
continue. When 
refused to abandon their blockade, they were 
arrested. OST Highway Patrol personnel then escorted the caravan to the 
Reservation boarder line south of Kadoka, South Dakota. 
b6 
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was interviewed and advised that the group 


physically blocked their ability to go forward along their South Dakota 


State Department of Transportation (DOT) designated route. He believed 
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that proceeding forward would have resulted in property damage and 


perhaps the injury or death of the protesters blocking the route. 


Turning around was not possible without causing extensive property 


damage and cutting the power to the whole town of Wanblee. Deviating 


from the State designated route would have resulted in State fines of 


approximately $50,000 or more. Since there appeared to be no other 


option, the caravan was forced to remain in Wanblee until the 


protesters were removed. The whole incident lasted approximately six 


hours, costing Totran significant amounts of money due to 


personnel costs, etc.... 
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The aforementioned information was provided by local law 


enforcement and the victim(s). 


It was determined that a criminal prosecution for a possible 
violation of the Hobb's Act, Title 18, Section 1951 would be pursued, 
for further details see investigative file, 192B-MP-74416. 


After significant investigation, this matter was declined by 
South Dakota's U.S. Attorney, Brendan Johnson. 


Although ToTran is not directly affiliated with the Keystone 

XL (TransCanada) pipeline the threat emerging, [7] b7E 
[ — ] is evolving into one based on opposition to energy 

exploration related to any extractions from the earth, rather than 

merely targeting one project and/or one company. Thus, any commercial 

vehicles traveling through the reservation may be stopped and held 

"hostage! by NAs who oppose the exploration, extraction, refinement 


and/or distribution of petroleum based products. Should incidents 


saree IDR XL actors continue, 
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U/ I the Bureau is concerned about 
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(U/ FPSO) The Bureau has observed a steady increase in the tempo of the 


protests, number of protesters and the rancor or venomous 


comments/conduct being made at each protest attended by Native American 
(N/A) group(s) and their surrogates/allies such as Deep Green 
Resistance (DGR). 


(U//F8ese» On or about 05/21/2012, Rapid City (RC) Police Department 
thwarted a several hundred person attempted shutdown of the RC Regional 
Hospital by a group of N/As protesting the alleged mistreatment of an 


b6 
b7C 


During the group's 
negotiations with law enforcement they listed among their grievances 
the proposed Keystone XL Pipeline. The N/A negotiating team aligned 
themselves with the alleged victim| ^ 1] 'Grass Roots 
American Indian Movement (AIM)' and the Oglala Sioux Tribe (OST). The 

roup of N/A negotiators included: 


(U/ Æ On or about 06/09/2012, DGR in support of Lakota women staged 
a shut down of a state highway protesting the rights of indigenous 
people in general and alcohol sales to N/As in specific. During the 


demonstration anti-U.S. Government comments can be heard, such a "Down 


with the U.S. and America is built on stolen land". The protesters 
employed communist language when referring to each other, such as 


"Courage Comrades". Several protesters wore masks and othe 


b7E 


(U/ eee) On or about 07/17/2012, sf ia the course s 
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of his regular duties became mired in a road closure at the main 


pu. 


ntersection in Pine Ridge, SD where Highways 18 and 407 intersect with 
BIA Route 32. While detained he observed a N/A group, AIM Grass Roots, 
appeared to be conducting a road blockage in Pine Ridge, SD allegedly 


protesting against the actions of the U.S. government in general, as 


evidenced by the U.S. flag being flown upside down, and in particular 


the hiring of white police officers. He observed about 50 individuals 


of various ages present, several wearing the attire associated with 


AIM/AIM Grass Roots and carrying AIM flags. Some demonstrators wore 


bandannas in a train robber menacing fashion. 


(U/ Pete) On or about 07/19/2012, uncorroborated source reporting 
revealed the development of new threat, the Native Youth Movement. Same 


is described as a combination of a radical militia and a survivalist 
group. Minneapolis Division has opened ^ O OS 
to marshal information about extremist groups in Indian Country 
targeting a myriad of issues, to include threats to the proposed 
Keystone XL Pipeline. 


(U/S) As previously mentioned, on or about 06/09/2012, DGR in 
support of Lakota women staged a shutdown of a state highway protesting 
the rights of indigenous people in general and alcohol sales to N/As in 
Specific. On or about 08/26/2012, DGR returned. In general to support 
the rights of indigenous people against the U.S. government and 
capitalism, in specific, to protest and shutdown with force, if 
necessary, the lawful sale of alcohol by properly licensed businesses 
in White Clay, Nebraska. The protest involved a heated exchange with 
law enforcement and resulted in the arrest of five (5), non N/As, DGR 


members, and a knife wielding 14 year old N/A male for threatening a 


local bar owner and his staff. Writer spent a significant portion of 
that{ ] period trying to determine, what, if any, threats 


N/A protest groups, strengthen by their alliance with DGR, posed to the 


Pipeline/Energy Sector. 


(U/ ASS) Circa September 2012, three (3) vehicles supporting the 
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Keystone XL Pipeline/Energy Sector development were stopped on Cheyenne 


River Sioux Reservation. Same were briefly detained and then released. 
No police report could be located documenting the incident; however, 
same was significant enough to get the South Dakota Governor's Office 


involved. The Governor's office has attempted to/entered into 


agreements with the tribes in an attempt to ensure safe passage of 


mega-load Energy Sector trucks on state roads. 


(U//F68S) Circa November 2012, sa[ Jacquirea copies of Resolutions m 

passed by the Oglala Sioux Tribe and Cheyenne River Sioux Tribe, which b7E 

in summary "opposes the Keystone XL pipeline and the Exxon-Imperial 

Heavy Haul proposal" and prohibits certain, over-sized vehicles on 

reservation land and requests the federal government enforce these 

resolutions pursuant to Fort Laramie Treaty obligations entered into in 

(U/7-resuej b6 
b7C 
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(U//M0HQ)- General reporting 01/2013 regarding the Sierre Club, 


indicated that for the first time in the organization's 120 year 


history it was authorizing acts civil disobedience against the 'Tar 


Sands' and possibly the pipeline by extension. 


(U/7r998€99 General reporting regarding arrests outside of the MP AOR, 


but the actions targeted the pipeline. For instance, in Oklahoma a 


group calling themselves the "Great Plains Tar Sands Resistance 


(GPTSR)" engaged in criminal trespass in order for a member to chain 
himself to a piece of construction equipment.  RCRA believes it is 
reasonable that a group like this may come to South Dakota. As we have 


historically seen several other outside groups enter the AOR to support 


Native American causes. (Writer's note: upon consultation with Dallas 
e b7E 
ed thay | 


b7E 
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(U/S In summation, the continuation of this matter will allow the 


FBI to marshal information about possible threats and acts of criminal 


violence targeting the pipeline and/or Energy Sector Development in 
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Western South Dakota. Writer is requesting this matter be continued 


ification, it should be noted that 


is being considered with the 


invaluable assistance of FBIHQ 


(U/ POSS) Writer and all approving personnel certify that an authorized 


purpose exists for this is not based 


solely on the exercise of First Amendment activities or race, religion, 


national origin or ethnicity of the subject; and[ ^ is an 


appropriate use of personnel and financial resources. 


OBJECTIVE 


(U/ eue) per| lee Minneapolis Division intends 
Hp —— d 


(U/ Fou 
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WHAT INVESTIGATIVE METHODS HAVE BEEN USED (during this period)? 
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Writer has coordinated with other FBI field offices, such as Omaha (OM) 
and Dallas, and within the Minneapolis Division, i.e. North Dakota, 
that may also be impacted by the proposed expansion. 


iter has made contact, with the assistance of OM SA 


ensure that all threats are learned about and addressed in a timel 
manner. 


Writer attended a regional working group meeting on 


04/04/2012, in Oklahoma City, OK to ensure coordination and resource 
management between Bureau Field Offices affected and the domain 
stakeholder, TransCanada Corporation. 


Details: 


EN SZ OFFICIAL (AS OF THE DATE OF THIS E.C.): 


peers zi 


FILE OWNER (AS OF THE DATE OF THIS E.C.): 


AUTHORIZED PURPOSE: 


(U/^re9989) The proposed pipeline may face violent opposition by 


Environmental Extremist (EE) group(s) and/or Native American (NA) 


group(s) that oppose any impact on the land, 'Mother Earth'. The 


Bureau will 
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